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APPLICATION OF TERNARY QUASIGROUPS IN CRYPTOGRAPHY

Abstract. The paper is devoted to the analysis of ternary quasigroup string transformations.
The paper considers the principles of construction and properties of e g-transformation,

d g-transformation, and demonstrates their suitability for use in cryptography as a basis for data
encryption and decryption.
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Introduction. An important direction in modern cryptography is the search for
new algebraic methods for constructing cryptographic primitives. Quasigroups, due
to their structural diversity and nonlinearity, are increasingly used as the basis for
encryption schemes. In particular, since ternary quasigroups extend the concept of bi-
nary quasigroups, they can provide additional flexibility and complexity in the design
of cryptographic transformations.

The purpose of this paper is to analyze ternary quasigroup string transfor-
mations and their properties in the context of constructing cryptographic primitives.
Based on the structure of ternary quasigroups and their parastrophes, the paper consid-
ers the possibility of using the corresponding transformations for encryption and de-
cryption processes.

Main text. A quasigroup (Q, f) s an algebraic structure with a single binary
operation f on a nonempty set Q, in which the equations f(x,a) = b and f(a,y) = b
have unique solutions for all a, b € Q.

The quasigroup (Q, f) is called a ternary quasigroup if f: Q3 — Q is a ternary
operation on Q.

Let xq,%5,%3 € Q. If x; is a fixed element and f, (x,x3) = f(xq, X3, x3), then

(Q, fxl) is a binary quasigroup called x,-plane quasigroup of (Q, f) [1].
Let (Q,f) be a ternary quasigroup that consists of the binary quasigroups

(Q.fn): (@ fn,)s s (@ fn,) and QF ={aja; ...axla; € Q,k > 2} is the set of all
finite strings with elements of Q = {1,2,3,4}. If [;, [, are fixed elements of Q, called
leaders, then ternary quasigroup string transformations €ty 1, f dtzl,zz,f : QY > QY are

defined below.
The ternary function €ty 1, f is called e, f-transformation of Q* and is defined as

follows:

( flylp,ay) = f11(12ra1) = b,
flz by, az) = fi, (by,az) = b,

etzl,zz,f(a) = biby ... by S f (b1, by, a3) = f,(by,a3) = bs

\f (bp—2,bp_1,an) = fbn_z (bn—1, an) = by,
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where a; € Q, @ = aqa, ...a,, foreachi € {1,2,...,n}.
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Figure 1 — Graphical representation of e; ¢-transformation

The ternary function dtzl Lo f is called d; p-transformation of Q* and is defined as

follows:
( fllilya) = fi,(,a0) = ¢
fyay,ay) = flz (a,az) =,
dtll,lzf(a) = €1Cp . Cp S o f(ay,az,a3) = fal(az;a3) = C3
\f(@n_2, Gn_1,an) = fan_z (An-1,an) = cp,

where a; € Q, @ = a;a, ...a,, foreachi € {1,2,...,n}.
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Figure 2 — Graphical representation of d; ¢-transformation

The ternary quasigroup (Q, f') is called a parastrophe of (Q, f) if it is obtained
by applying parastrophic operations to each of the binary quasigroups (Q, f;) that con-
stitute (Q, f).

Since the transformation function e, based on operation f and d ¢s-transfor-

: : . -1 :
mation to the operation f' are permutations on Q* and (et,f) = d. g it becomes
obvious that if e; g-transformation is applied on the starting sequence a and then d, ¢/-

transformation on the obtained sequence [ the starting sequence a will be returned.
Then, for designing cryptographic primitives, e; -transformation can be used as an
encryption function and d ;-transformation as a decryption function [2; 3].

Conclusion. The paper presents the definition and main properties of ternary
quasigroup string transformations, which can be applied in the development of crypto-
graphic primitives. It is shown that e, ¢-transformation and d; ;/-transformation can be
used for encryption and decryption, respectively, forming a reversible process suitable
for secure data processing. The results confirm the applicability of ternary quasigroups
in cryptography.

Future research may focus on a deeper analysis of the properties of ternary quasi-
groups, their classification, and the development of cryptographic algorithms, such as
block and stream ciphers or hash functions, based on these algebraic structures.

IV MixHapoaHa HayKOBO-TIpakTH4Ha KoHpepeHiis «[Ipukiaani acnekTH Cy4acHUX MDKIMCHHUIUTIHAPHUX OCIHIPKEHb)
M. Binanns, 05 mucromana 2025 p., JlouHY imeni Bacuns Cryca



182
References

1. Belousov V. D. n-ary Quasigroups. Kishinev: Stiinca Publishing House, 1972. 231 p.

2. Dimitrova V. Quasigroup Transformations and Their Application: MSc thesis. Skopje, 2005.

3. Dimitrova V., Mihajloska H. An Application of Ternary Quasigroup String Transfor-
mations. The Second International Conference on Media, Communication and Cryptography Tech-
nologies. 2009. 9 p.

IV MixHapoaHa HayKOBO-TIpakTH4Ha KoHpepeHiis «[Ipukiaani acnekTH Cy4acHUX MDKIMCHHUIUTIHAPHUX OCIHIPKEHb)
M. Binanns, 05 mucromana 2025 p., JlouHY imeni Bacuns Cryca



